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Abstract

This paper provides an overview of the inherent security and law enforcement challenges of the digital age, and outlines why neither traditional models of government protection nor a purely market-based approach to security is sufficient in the virtual world. It also discusses five elements of a sound public-private sector partnership strategy, using Microsoft’s experience to illustrate the roles that industry and government can play in pursuing the strategy.  

This paper was written for the Eleventh United Nations Congress on Crime Prevention and Criminal Justice, April 18-23, 2005, Bangkok, Thailand. The author was a presenter at the Workshop on Measures to Combat Computer-related Crime, April 22-23, 2005.

Introduction
A strategy for combating computer-related crime must begin with an assessment of the environment in which such crime occurs.  We are now entering a digital era that is transforming every aspect of civic and private life.  Indeed, the Internet has spawned commercial growth, influenced political transformations, enabled new opportunities in education, and provided instant communications to friends, family, and colleagues around the world.  

This digital transformation — like all other major systemic changes that preceded it — also presents potential pitfalls.  The transformation is occurring over a medium and through associated technologies that have created previously unforeseen capabilities to store, access, and share information.  But this architecture, which is everywhere and opens to anyone, was originally developed in a tightly controlled environment for use only by a group of trusted users.  As a result, the transformation to a completely open virtual environment has created unanticipated threats to our security (e.g., Botnet, Spam), new threats to our privacy (e.g., using Spyware, Phishing to commit fraud), and new ways to perpetrate old crimes (e.g., the use of computers to create and distribute child pornography).  

In this context, the creation of a “global culture of security” is vital to preserve our core values of security and privacy and realize the potential of the digital age.  But how do we create such a culture?  Personal and national security are too important to allow such a culture to arise unplanned and reactively.  Rather, we must develop a comprehensive approach to security in which both the public and private sectors play leading roles, share responsibility, and support one another.  In particular, government and the private sector, with information technology companies in a leading role, should work together to ensure the development of strong criminal laws and the capability to enforce them, to share information that will enhance security, and to support the security education and training of citizens.

This paper provides an overview of the inherent challenges of the digital age, and outlines the elements of a public-private sector cooperative strategy that will meet those challenges.  Specifically, Part A addresses the conceptual and practical challenges to security and privacy in light of the unique characteristics of the digital age.  Part A then discusses why neither traditional models of government protection nor a purely market-based approach to security is sufficient in the virtual world and identifies the need for a true public-private sector strategy to security.  Part B details the five elements of a sound public-private sector strategy, using Microsoft’s experience to illustrate the roles that industry and government can play in pursuing the strategy.  

A. Background on the Security and Law Enforcement Challenges
1. Characteristics of the Digital Era

The Internet presents both conceptual and practical challenges to maintaining public safety and national security.  The Internet originally developed as a means of sharing research and facilitating cross-network communications among military researchers.
  Thus, at its inception, the Internet was available only to a group of trusted users, and Internet crime was not a concern.  There was a high degree of inherent security, which reduced the need for multi-faceted, conceptual approaches to security.  

The rise of personal computing (the vision to have a computer in every home and on every desk) and the opening of the Internet (first to the academic community, then to all non-commercial uses, and finally to commerce) ushered in the digital age and all of its benefits, but also fundamentally changed the scope of the security problem.  Suddenly, everyone was able to access the Internet, but it was not clear who “everyone” was, and the decentralized nature of Internet management meant no individual entity was chiefly responsible for its security.  The vulnerabilities of computer networks quickly became known, and as more data was stored on the Internet, more was compromised.  Thus, security and privacy have become the twin pillars of debate over the merits and dangers of the digital age.

Attacks on data accessible online, distributed denial of service attacks, and attacks on the physical infrastructure of the Internet (e.g., the destruction to lower Manhattan on September 11, 2001)
 have resulted in more advanced thinking about the risks created by our increasing dependence on information technology and the inter-dependence of critical infrastructure sectors and IT systems.  For example, policymakers and thought leaders in the private sector, academia, and in the non-profit world are increasingly considering security in the virtual world in terms of “cascading” effects:  What consequences would follow a terrorist attack upon a major Internet exchange facility?
  How would the disabling of a telecommunications backbone provider affect banking and financial sector infrastructure?  How would a cyber attack on a power grid affect other critical infrastructure sectors?
  Such concerns are not theoretical; many years ago a hacker disabled a telephone switch in a city in the eastern United States, which in turn forced the metropolitan airport to close for six hours.
  

Perhaps as a result, governments have entered into agreements with private sector companies to protect against precisely such cascading effects,
 and cross-industry groups have formed associations to increase cooperation on IT-related security issues.
  Likewise, on the privacy front, there has been much consideration given to preserving privacy while strengthening the ability to authenticate the identity of online users.  

Tackling these fundamental “big picture” questions is essential to assuring security and privacy in the digital world.  Yet, the implementation of the strategies to confront these challenges must deal with the practical as well as the conceptual.  Specifically, they must address how, as a practical matter, to combat real crime committed in a virtual world.  

In the pre-digital world, there were physical limits to what a burglar or vandal could achieve; time was of the essence and the amount of property that could be transported was limited.  Additionally, physical crimes left physical clues.  There were sometimes eyewitnesses, sometimes surveillance cameras, sometimes fingerprints.  Such physical and temporal limitations typically do not apply in the digital environment.  Criminals seeking to steal certain information or damage property can perpetrate their conduct from anywhere in the world in a matter of minutes; the amount of information they can steal and the harm they can cause is limited only by their technical capacity and the sophistication of their victim’s cyber defenses.  Moreover, because the Internet provides global connectivity, anonymity, and lack of traceability, it is an excellent medium to commit crime.  Finally, as cyber criminals become more adept, they continually find new ways to thwart defenses and hide their tracks. 

In this environment, it is not enough for society simply to recognize the values at risk in the digital age and conceptualize the right framework to preserve them.  We must also ensure that our law enforcers have the requisite cutting-edge knowledge, tradecraft, and tools to track down and prosecute criminals; that citizens have the necessary knowledge and tools to facilitate the safety of their digital environment; and that all elements of society have sufficient information about proximate threats and available resources to guard against those threats.  The challenge, of course, is how to develop a strategy to achieve these ends.

2. Choosing the Right Approach

Citizens typically rely upon government to protect and preserve public safety and national security.  How the government achieves such protection, however, depends on the nature of the threat.  To protect against general crime, we hire, train and equip law enforcement personnel; to protect against those who would try to steal our nations’ secrets, we rely upon the intelligence community; and to protect against those who would physically attack our states, we rely upon the military, the intelligence community, and, to a degree, law enforcement.  

Such a traditional model of protection — a specific government entity or entities geared to guard against a specific threat — only works when the threat guarded against falls squarely under the government’s authority and when, with the right intelligence, one can readily identify the nature and perpetrator of the attack.  This model fails in the case of computer crime, where both the identity and motive of the attacker may be unknown.  This is not to say that government does not have a role in guarding against cybercrime — it most certainly does.  But the government cannot be primarily responsible for defending against attacks in the virtual world.  The potential avenues for abuse and the number of potential attackers are simply too many and too hard to identify, and government cannot control the networks that are the avenues and targets of attack -- at least not as long as we want to preserve the inherent openness and decentralized structure of the virtual environment that makes it so valuable.  

A purely market-based approach to guarding against cyber threats likewise is not workable.  Like the government, the private sector also has an important role in creating a secure environment — after all, the private sector designs, deploys, and maintains much of the infrastructure at issue, and therefore is responsible for the preservation of public safety and national security in the virtual world.  And, fortunately, many companies have embraced their responsibilities in protecting and furthering the values of security and privacy.  There are inherent limitations, however, to how much the private sector can do.  Private sector companies do not have authority to create and enforce laws, and the markets impose limits on companies’ capital expenditures – shareholders would undoubtedly object if a company operated at a loss and drove itself into bankruptcy in a futile attempt to protect public safety.  

“Public sector-private sector cooperation,” therefore, has become the leading public safety and national security strategy.  Yet, to term the strategy a joint or “cooperative” effort only provides part of the answer — what really matters is how the public-private partnership is defined and implemented.  In particular, a comprehensive approach to the challenges of the digital era must be neither public sector-led, with private sector support, nor private-sector led, with public sector support.  Rather, both government and companies, particularly IT companies, must assume leading roles, while also acting to facilitate the other’s actions.  

In this regard, the international community has provided instructive guidance and principles.  The following are a few examples of some of the important work a variety of multilateral organizations have conducted:  

· The Organization for Economic Co-operation and Development issued Guidelines on the Security of Information Systems and Networks, which provide nine principles, ranging from increasing public awareness to improving security designs and implementation, to be followed by “participants at all levels, including policy and operational levels” in creating a culture of security.
 

· The United Nations General Assembly adopted a resolution that, among other things, recognizes the value inherent in an environment that permits the free, secure flow of information and “the need for cooperation between States and private industry in combating the criminal misuse of information technologies,” and encourages the adoption of certain enumerated measures to combat such misuse.

· APEC issued and has taken significant steps to implement a cyber security strategy to serve as a basis for APEC members’ efforts on cybercrime and critical infrastructure protection.

· The European Union has issued multiple communications on computer crime and network and information security.

· The Council of Europe Convention on Cybercrime requires signatories to adopt computer crime-related laws, procedures, and policies to help combat cybercrime including, for example, laws that address breaches of confidentiality, integrity and availability of data and systems; content-related offenses; and infringements of intellectual property rights.  The instrument also provides comprehensive mechanisms for intergovernmental cooperation in addressing cybercrime.

· ASEAN Ministers of Telecommunications and Information Technology issued a joint statement pledging to develop a common framework for sharing cyber threat information and to create national Computer Emergency Response Teams (“CERTs”).

· The Group of Eight (comprised of Canada, Germany, France, Italy, Japan, Russia, the United Kingdom, and the United States), through a working group of senior government experts, established 40 recommendations to increase the efficiency of collective government action against transnational organized crime, including stressing the importance of a coordinated approach in addressing high-tech crime.

· Interpol has recognized the need for law enforcement officials to acquire specialized knowledge and has developed international training courses related to information technology crime (some of which are discussed below), a handbook providing useful guidance for novice investigators working on computer-related crime, and a computer crime manual for more experienced investigators.

While the activities of each of these organizations are distinct, when they are considered together, they point to five elements of a sound, comprehensive public-private sector approach to cybercrime:  (1) the existence of strong laws and adequate resources for enforcement; (2) proper training of law enforcement; (3) coordination among domestic and international law enforcement agencies and improved information sharing that is closely related to such coordination; (4) heightened public awareness of the risks of cyberspace and proper user practices; and (5) improved technology.    

B. Implementing the Strategy:  Case Studies in Public-Private Sector Cooperation

Microsoft’s own experience provides a useful case study in considering how to implement each of the five elements of a public-private sector cooperative strategy.  As a leading software developer, Microsoft has recognized and embraced its responsibility to be at the forefront of efforts to enhance the security of the digital environment.  Indeed, Microsoft’s Trustworthy Computing Initiative, launched in 2002, has resulted in organizational, cultural, and process changes that involve every aspect of the company and reflects the company’s long-term commitment to protecting the security and privacy of online users.  At the same time, the company also recognizes that there will never be perfect security in the online world, and therefore is committed to working with government and industry partners in supporting efforts to create a strong security environment.  Accordingly, Microsoft has undertaken efforts that encompass each of the elements of a comprehensive public-private sector approach to cybercrime.

1. Enacting and Enforcing Strong Laws  

One of the most important steps that governments can take to promote security on the Internet is to enact and vigorously enforce well-conceived laws against online crimes, including against criminals that reside in other countries.  Existing criminal laws in many jurisdictions were drafted to deal with off-line acts, and thus do not clearly prohibit equivalent acts performed online.  Other jurisdictions have yet to update their laws to prohibit “new” crimes such as hacking and denial-of-service attacks or to penalize such crimes sufficiently to act as a deterrent.  Further, those jurisdictions that do have clear criminal laws may not have adopted the procedural mechanisms necessary to enable law enforcement to investigate online crime effectively and in a manner that respects other fundamental rights, or they may not have established treaties and policies that enable the international cooperation that is essential to combat online crime.  

Industry can support the development of strong legal regimes in a number of ways.  First, and most directly, industry can help identify those areas where existing laws are inadequate, bring them to the attention of lawmakers, and support efforts at reform.  For example, spam has become one of most disruptive byproducts of the Internet and often is associated with criminal online behavior, including Phishing scams, Spyware programs, and other malicious code.  In response to this threat, Microsoft and other industry leaders supported the enactment of new laws, in numerous countries around the world, designed to address spam and other false or deceptive commercial e-mail practices – laws that are increasingly proving to be important legal tools in the global battle against spam.  Legislative reform in this area has taken or is taking place in multiple markets across Europe, in a number of markets in Asia Pacific (anti-spam laws now exist or are being considered in Korea, Japan, Australia, China, Hong Kong, Singapore, Malaysia, and other countries), and in the United States (where a new federal anti-spam law, commonly referred to as the CAN-SPAM Act,
 went into effect in early 2004).   

Second, Microsoft has joined others in industry to encourage countries to adopt and ratify the Council of Europe Convention on Cybercrime, which is a powerful international instrument on cybercrime and is increasingly viewed as providing a global standard for criminalization obligations and governmental cooperation in this area.  The Cybercrime Convention provides an important baseline for effective international cybercrime enforcement by requiring signatories to update and adopt laws and procedures to address crime in the online environment (as noted above), and by providing for mutual investigative assistance between signatories.  

Third, industry can support the efforts of law enforcement to ensure that where laws exist, they are vigorously enforced.  Again, the anti-spam laws around the world serve as an example.  Microsoft (along with other leading IT companies) have partnered with enforcement officials worldwide to bring successful actions against unlawful spam.  In addition, in March 2004, Microsoft and three other large Internet service providers — America Online, Earthlink, and Yahoo — filed multiple complaints in federal courts in the United States against hundreds of defendants for violating the CAN-SPAM Act.  Likewise, in September 2004, Microsoft joined with Amazon.com to file several lawsuits against chronic spammers who had targeted consumers by spoofing domains and using “Phishing” for consumers’ personal information.  In total, Microsoft’s efforts to enforce anti-spam laws have produced more than 100 legal actions worldwide – with enforcement efforts in Asia Pacific, Europe and the Middle East, and the United States – and have resulted in approximately $100 million in legal judgments against spammers.

2. Training Law Enforcers

A principal impediment to effective law enforcement against computer crime has been the lack of sufficient training of law enforcers.  In addition to understanding the fundamentals of computers — i.e., training on basic hardware and software issues — law enforcement officials must be familiar with the latest technologies, since it is those technologies that criminals will use to commit their crimes.  While cyber investigators and prosecutors do not necessarily need to be computer science experts, they must at a minimum understand the terminology used by criminals and victims alike, know how to use the technology to gather and preserve evidence, be able to interact with witnesses who will themselves have varying degrees of technical sophistication, and, ultimately, present a case in terms that are understandable to courts.  

Governments bear an obvious responsibility to prioritize and provide sufficient resources to conduct training for law enforcement personnel at all levels, but governments are not alone in this responsibility.  IT companies, independently or in partnership with other entities such as international organizations and universities, can lend their expertise and resources to training law enforcement personnel in combating computer-facilitated crimes.  Microsoft has engaged with partners in a number of such training efforts:

· On April 19-22, 2005, Microsoft and the Asian Development Bank Institute are co-hosting an International Workshop on Cybercrime and Digital Forensics in connection with this 11th UN Congress on Crime Prevention and Criminal Justice.  The workshop, developed for cybercrime investigators from countries across the Asia Pacific region, will include practical, hands-on training from Microsoft specialists on the latest techniques in combating a range of computer crimes, including the use of Botnet,
 Phishing, child exploitation, and the propagation of viruses, worms, and other forms of malicious code.  

· In October 2004, Microsoft hosted the first International Botnet Task Force meeting, which provided training to law enforcement officials from around the world who have confronted the task of investigating Botnet abuses.  Law enforcement officers from 15 other countries attended the Task Force meeting and will attend a follow-up meeting in April 2005.  

· In December 2003, Microsoft, in coordination with the International Center for Missing and Exploited Children and Interpol, launched an international training program for law enforcement personnel worldwide to combat computer-related crimes against children.  The training program, which has been held in half a dozen cities around the world and includes instruction from renowned experts in the field, covers such topics as investigating online child predators, collecting evidence and computer forensic information, and seeking private industry support in child exploitation investigations.  To date, nearly 500 law enforcement officials from over 90 countries have been trained.

3. Coordinating Investigations (Domestically and Internationally) and Sharing Information

The Internet permits those who use it to transit national borders, thus leaving victims and evidence in multiple jurisdictions and raising the problem of investigative coordination.  Accordingly, a thorough strategy to combat cybercrime must include an element of enhanced law enforcement cooperation across local, state or provincial and international borders.  

Central to such cooperation, of course, is the ability of law enforcement and the private sector — which as the most frequent victim of online crime and owner of much of the Internet infrastructure is often the first to have information relevant to stemming computer crime — to share information with one another.  As noted, threats to the security of users’ systems and our infrastructures will always exist in the digital era, and the attacks, when they occur, will be perpetrated quickly and with ever-evolving technologies.  In this context, voluntary information sharing and industry-led initiatives, supported by government cyber security initiatives, comprise an essential first line of defense.  

The need for enhanced law enforcement coordination and public-private sector information sharing gives rise to a number of action items.  First, in terms of improving coordination, public sector agencies can facilitate both domestic and international cooperation by establishing clear lines of communication, including through the establishment of working groups or task forces to tackle particular issues related to online crime.  Industry can support these efforts by providing resources to such working groups and by helping law enforcement agencies create technologies that will enable increased information sharing and coordination.  For example, Microsoft has assigned personnel to participate on Interpol’s task force on Computer Facilitated Crimes Against Children and, in Canada, Microsoft has collaborated with the Toronto Police Child Exploitation Sex Crimes Unit to develop a national Child Exploitation Tracking System (“CETS”), which allows police forces across Canada to track online predators and share information with other law enforcement officials.   

Second, industry and government can jointly establish institutions and partnerships to facilitate the exchange of information and develop investigative leads on criminals.  For example, a number of countries have established CERTs or Information Sharing and Analysis Centers (“ISACs”) that include industry participation.  Microsoft also has been involved in several prominent examples of such public-private sector information sharing:

· In the United States, Microsoft is a founding member of the National Cyber-Forensics and Training Alliance (NCFTA),
 a cyber forensics organization established by the FBI, the National White Collar Crime Center, Carnegie Mellon University and West Virginia University to test and investigate cybercrime tactics, help fight online threats, and prepare businesses and organizations to guard against such threats.  In addition to being a founding member, Microsoft has provided software to NCFTA in support of its mission and has assigned a full-time analyst to work at NCFTA.   

· In early February 2005, Microsoft announced the formation of the Microsoft Security Cooperation Program to provide a structured way for governments and Microsoft to engage in cooperative security activities in the areas of computer incident response, attack mitigation and citizen outreach.  The program currently includes Canada’s Department of Public Safety and Emergency Preparedness, Chile’s Ministry of the Interior, the Norwegian National Security Authority, and the state of Delaware (USA) Department of Technology and Information.  These participants will work with Microsoft to exchange a variety of security-related information to anticipate, help prevent, and respond to and mitigate the effects of cyber attacks.  

· In June 2004, Microsoft entered into an agreement with the Korean Information Security Agency (“KISA”) which provides for cooperation between Microsoft and KISA in addressing a wide range of Internet safety challenges, including through information sharing on technology and security best practices, training for government officials, raising public awareness, and joint efforts to tackle spam.  

· Microsoft helped to drive the establishment of and actively participates in DigitalPhishNet.org (“DPN”),
 an alliance of industry and government agencies that targets phishers for identification, arrest and prosecution.  Industry members in DPN include ISPs, financial institutions (including Citigroup, Bank One, and Bank of America), and other online businesses and payment services (e.g., eBay and PayPal).  

· In September 2004, Microsoft joined with the Internet Society of China, AOL, eBay and Yahoo! in developing a memorandum of understanding providing a vehicle for cooperation among the parties in addressing the growing spam problem in the People’s Republic of China.  

Third, related to the industry’s efforts to ensure laws are vigorously enforced (discussed in B.1 above), industry can help develop leads in criminal cases that involve multiple jurisdictions and can work with authorities in each of the relevant jurisdictions to investigate and prosecute cases.  For example, in connection with the Agobot Trojan, Microsoft provided information and technical analysis to law enforcement authorities in the United Kingdom and Germany that ultimately contributed to the German authorities’ arrest of the malicious code’s author in May 2004.  Industry also can provide real-time assistance that facilitates investigations.  For example, in August 2003, the FBI, the Secret Service, and the U.S. Attorney’s Office in Minneapolis, Minnesota (USA) arrested two individuals in connection with the Blaster worm following real-time assistance provided by Microsoft.  

Fourth, and finally, industry can engage the public at large in helping to develop leads for online criminal investigations.  In November 2003, Microsoft announced the creation of the Anti-Virus Rewards Program, initially funded with $5 million (USD), to help law enforcement agencies identify and bring to justice cyber criminals who release malicious code on the Internet.  The Anti-Virus Rewards Program helped develop the information that enabled German authorities in May 2004 to arrest the author and distributor of the Sasser Worm and 24 variants of the Netsky Internet virus.  The individual arrested is believed to have been responsible for 70 percent of all virus activity in the first six months of 2004.

4. Educating the Public

While industry and governments, primarily through their law enforcement agencies, can help curb the threat of illegal conduct over the Internet, public administrations, enterprises, and individual users alike must also be able to create reasonably secure computing environments for their particular needs.  Accordingly, it is critical that users of information and communications technology have the necessary knowledge and tools to help protect themselves from cyber criminals.  This need is particularly acute where the users of the Internet are children.  Studies confirm that children are routinely exposed to inappropriate content over the Internet and are frequently engaged in online conversations by strangers.  To limit children’s exposure to such risks, it is important to educate parents and childcare providers about the risks present on the Internet as well as proper online security practices.  

The issue of education is one in which the private sector, by virtue of its ability to interact with and reach consumers, can have a tremendous impact.  Recognizing this potential, Microsoft has undertaken a number of measures including launching the “Protect Your PC” campaign,
 hosting security summits in markets around the world, and alerting all levels of users to what they can do to protect themselves and their businesses.  Moreover, on the issue of the online threats facing children, Microsoft, along with several partners, has launched a number of targeted educational campaigns, such as Stay Safe Online
 and GetNetWise,
 to provide practical and straightforward advice to educators, parents, and childcare providers.  For its part, government can help raise awareness by supporting these private-sector educational efforts and/or undertaking its own campaigns, by engaging in the type of information sharing with the private sector identified above, and by making computer training a more central part of basic educational curricula.  

5. Developing and Implementing Technology

Finally, in addition to wise public policies and laws, effective law enforcement and training, and proper awareness by users, a comprehensive response to the challenges of cyber security depends on strong technology.  Developing such technology is an area where industry necessarily must lead, and it is a responsibility that Microsoft has embraced.  

As noted, the Trustworthy Computing Initiative launched a company-wide effort focused in large part on security and privacy.  The Trustworthy Computing Initiative encompasses each of the efforts outlined above with respect to supporting the development of strong laws; supporting law enforcement training, investigations, coordination and prosecutions; promoting information sharing; and encouraging customers to adopt security best practices.  At its heart, however, the Trustworthy Computing Initiative is a long-term effort to create a secure, private and reliable computing experience for everyone and to increase user confidence in information technologies. In particular, Microsoft is working to create products and services that are Secure by Design (e.g., writing more secure code and architecting more secure products and services), Secure by Default (e.g., shipping products so that they are secure out of the box, whether in a home environment or an IT department), and Secure in Deployment (e.g., making it easier for consumers and IT professionals to maintain the security of their systems).  Microsoft also is working to ensure that when problems do arise, they can be resolved promptly and predictably.  

These efforts are real and specific.  In 2003, Microsoft stopped the work of 8,500 developers on the Windows Server team so that they could be trained on security, build formal threat models, conduct manual and automated reviews of existing code, and conduct penetration testing.  The effort cost an estimated $200 million dollars, and delayed by over four months the release of the Windows Server 2003 product.  A comparison to Microsoft’s predecessor product — Windows Server 2000 — reveals that the security effort on Windows Server 2003 led to a sixty-seven percent reduction in the number of publicly reported critical and important vulnerabilities.  The company remains committed to continuing to enhance its software development processes, developing more sophisticated security tools, and reducing security vulnerabilities in its products.  

Microsoft and other industry players, however, should not be alone in the pursuit of ever more secure technologies.  Governments can support these efforts by funding cyber security-related research and development, and by assuring that innovations developed with public funds are made available to the private sector for further development and commercial application. 

C. Conclusion

The digital age is presenting wondrous opportunities in commerce, education, discourse, and communications at an unprecedented pace.  Yet, the global, open, data rich and anonymous nature of the Internet also provides both numerous avenues for abuse and tremendous incentive for criminals to perpetrate such abuse.  These privacy and security challenges will only increase as we progress in the digital age.  Faced with these realities, societies must re-evaluate how we conceive of responsibilities for protecting public safety and national security in an interconnected world.  The path forward must include a coordinated effort among government and industry in which each is equally responsible for leading the fight to secure cyberspace and creating a culture of security, and each must also lend support to the efforts of the other.  The full potential of the Internet can only be achieved through such a comprehensive strategy to combat computer crime and the creation of a more secure environment.  

( The author wishes to thank Jeff Bullwinkel, Jing De Jong-Chen, David Fagan and colleagues from the Microsoft Internet Safety Team for contributions to this paper.
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